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shall ensure that respondents read, un-
derstand, and sign the statements be-
fore supplying the requested informa-
tion. In addition, organizations must
obtain the Director of Policy and the
Office of General Counsel approval
prior to the collection of personal in-
formation in electronic format.

§322.5 Procedures.

(a) The Director of Policy, or the
Deputy Director of Policy, if so des-
ignated, shall provide guidance to Pri-
vacy Act Coordinators for processing
requests and releasing NSA/CSS infor-
mation within the confines of the NSA/
CSS. If any organization or element be-
lieves a request to review a PA record
should be denied, it shall advise the re-
quester of the procedures for request-
ing a review of the circumstances of
the case by the Director of Policy.

(b) Persons Authorized Access to
NSA/CSS Facilities: (1) Requests from
NSA/CSS affiliates with authorized ac-
cess to NSA/CSS facilities to review
and/or obtain a copy of PA records in a
Systems of Records for use within
NSA/CSS spaces or for the inspection
of an accounting of disclosures of the
record shall be in writing, using the
Privacy Act Information Request form.
Requests shall normally be submitted
directly to the Privacy Act Coordi-
nator in the office holding the record.
In the case of requests for access to
records maintained in the individual’s
own organization, the Privacy Act Co-
ordinator for that organization shall
direct the requester to the person or of-
fice holding the record. A Privacy Act
Information Request form shall be sub-
mitted to the holder of each record de-
sired. The Privacy Act Coordinator
shall assist supervisors and record han-
dlers in processing the request and
shall maintain an accounting for re-
porting purposes. Individuals shall not
be permitted to review or obtain an in-
ternal copy of IG, OGC and/or certain
security records. The Personnel File,
which was available upon request prior
to the implementation of the Privacy
Act, shall continue to be available for
review without citing the Privacy Act
or using the Privacy Act Information
Request form.

(2) Requests to obtain a copy of PA
records for use outside of NSA/CSS
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shall be forwarded to the Director of
Policy, FOIA/PA Services (DC321) using
the Privacy Act Information Request
form or in any written format and
must contain the individual’s full
name, signature, social security num-
ber, description of the records sought
and a work or home phone number. Re-
quests shall be processed pursuant to
the Privacy Act and the FOIA.

(c) Persons Not Authorized Access to
NSA/CSS Facilities: (1) Requests from
individuals who do not have authorized
access to NSA/CSS facilities must be in
writing, contain the individual’s full
name, current address, signature, so-
cial security number and a description
of the records sought. The mailing ad-
dress for the FOIA/PA office is: Na-
tional Security Agency, ATTN: FOIA/
PA Services (DC321), 9800 Savage Road,
Suite 6248, Ft. George G. Meade, MD
20755-6248.

(2) FOIA/PA Services may, at its dis-
cretion, require an unsworn declara-
tion or a notarized statement of iden-
tity. In accordance with 28 U.S.C. 1746,
the language for an unsworn declara-
tion is as follows:

(i) If executed without the United
States: ‘I declare (or certify, verify, or
state) under penalty of perjury under
the laws of the United States of Amer-
ica that the foregoing is true and cor-
rect. Executed on (date). (Signature)’.

(ii) If executed within the United
States, its territories, possessions, or
commonwealths: ‘I declare (or certify,
verify, or state) under penalty of per-
jury that the foregoing is true and cor-
rect. Executed on (date). (Signature)’.

(d) General provisions regarding ac-
cess and processing procedures: (1) The
requester need not state a reason or
otherwise justify the request. If the re-
quester wishes to be accompanied by
another person, the individual may be
required to furnish a statement author-
izing discussion or disclosure of the
records in the presence of the other in-
dividual. If the requester wishes an-
other person to obtain the records on
his/her behalf, the requester shall pro-
vide a written statement appointing
that person as his/her representative,
authorizing that individual access to
the records and affirming that such ac-
cess shall not constitute an invasion of
the requester’s privacy or a violation
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of his/her rights under the Privacy Act.
In addition, requests from parents or
legal guardians for records on a minor
may be accepted providing the indi-
vidual is acting on behalf of the minor
and evidence is provided to support his
or her parentage (birth certificate
showing requester as a parent) or
guardianship (a court order estab-
lishing guardianship).

(2) The Director of Policy and FOIA/
PA Services (DC321) shall endeavor to
respond to a direct request to the NSA/
CSS within 20 working days of receipt.
In the event the FOIA/PA Services can-
not respond within 20 working days due
to unusual circumstances, the re-
quester shall be advised of the reason
for the delay and negotiate a comple-
tion date with the requester. Direct re-
quests to NSA/CSS shall be processed
in the order in which they are received.
Requests referred to NSA/CSS by other
government agencies shall be placed in
the processing queue according to the
date the requester’s letter was received
by the referring agency, if that date is
known. If it is not known, it shall be
placed in the appropriate processing
queue according to the date of the re-
quester’s letter.

(3) FOIA/PA requests for copies of
records shall be worked in chrono-
logical order within six queues (‘‘super
easy,”’ ‘‘sensitive/personal easy,” ‘‘non-
personal easy,” ‘‘sensitive/personal vo-
luminous,” ‘‘non-personal complex,”’
and ‘‘expedite’). The processing queues
are defined as follows:

(1) Super Easy Queue—The super easy
queue is for requests for which no re-
sponsive records are located or for ma-
terial that requires minimal special-
ized review.

(ii) Sensitive/Personal Easy Queue—
The sensitive/personal easy queue con-
tains FOIA and PA records that con-
tain sensitive personal information,
typically relating to the requester or
requester’s relatives, and that do not
require a lengthy review. DC321 staff
members who specialize in handling
sensitive personal information process
these requests.

(iii) Non-Personal Easy Queue—The
non-personal easy queue contains all
other types of NSA records not relating
to the requester, that often contain
classified information that may re-
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quire coordinated review among NSA
components, and that do not require a
lengthy review. DC321 staff members
who specialize in complex classifica-
tion issues process these requests.

(iv)  Sensitive/Personal Voluminous
Queue—The sensitive/personal volumi-
nous queue contains FOIA and PA
records that contain sensitive personal
information, typically relating to the
requester or requester’s relatives, and
that require a lengthy review because
of the high volume of responsive
records. These records may also con-
tain classified information that may
require coordinated review in several
NSA components. DC321 staff members
who specialize in handling sensitive
personal information process these re-
quests.

(v) Non-Personal Complex Queue—The
non-personal complex queue contains
FOIA records not relating to the re-
quester that require a lengthy review
because of the high volume and/or com-
plexity of responsive records. These
records contain classified, often tech-
nical information that requires coordi-
nated review among many specialized
NSA components, as well as consulta-
tion with other government agencies.
DC321 staff members who specialize in
complex classification issues process
these requests.

(vi) Ezxpedite Queue—Cases meeting
the criteria for expeditious processing
as defined in this section will be proc-
essed in turn within that queue by the
appropriate processing team.

(4) Requesters shall be informed im-
mediately if no responsive records are
located. Following a search for and re-
trieval of responsive material, the ini-
tial processing team shall determine
which queue in which to place the ma-
terial, based on the criteria above, and
shall so advise the requester. If the ma-
terial requires minimal specialized re-
view (super easy), the initial processing
team shall review, redact if required,
and provide the non-exempt responsive
material to the requester immediately.
The appropriate specialized processing
team on a first in, first out basis with-
in its queue shall process all other ma-
terial. These procedures are followed so
that a requester will not be required to
wait a long period of time to learn that
the Agency has no records responsive
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to his request or to obtain records that
require minimal review.

(5) Requests for expeditious proc-
essing must include justification and a
statement certifying that the informa-
tion is true and correct to the best of
the requester’s knowledge. Expedited
processing shall be granted if the re-
quester demonstrates a compelling
need for the information. Compelling
need is defined as the failure to obtain
the records on an expedited basis could
reasonably be expected to pose an im-
minent threat to the life or physical
safety of an individual or there would
be an imminent loss of substantial due
process rights.

(6) A request for expedited handling
shall be responded to within 10 cal-
endar days of receipt. The requester
shall be notified whether his/her re-
quest meets the criteria for expedited
processing within that time frame. If a
request for expedited processing has
been granted, a substantive response
shall be provided within 20 working
days of the date of the expedited deci-
sion. If a substantive response cannot
be provided within 20 working days, a
response shall be provided as soon as
practicable and the chief of FOIA/PA
Services shall attempt to negotiate an
acceptable completion date with the
requester, taking into account the
number of cases preceding it in the ex-
pedite queue and the volume or com-
plexity of the responsive material.

(7) Upon receipt of a request, FOIA/
PA Services (DC321) shall review the
request and direct the appropriate PA
coordinator to search for responsive
records. If the search locates the re-
quested records, the PA coordinator
shall furnish copies of the responsive
documents to the FOIA/PA office that
in turn shall make a determination as
to the releasability of the records. All
releasable records, or portions thereof,
shall be provided to the requester.
However, if information is exempt pur-
suant to the FOIA and PA, the re-
quester shall be advised of the statu-
tory basis for the denial of the infor-
mation and the procedure for filing an
appeal. In the instance where no re-
sponsive records are located, the re-
quester shall be advised of the negative
results and his/her right to appeal what
could be considered an adverse deter-
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mination. NSA does not have the au-
thority to release another agency’s in-
formation; therefore, information
originated by another government
agency shall be referred to the origi-
nating agency for its direct response to
the requester or for review and return
to NSA for response to the requester.
The requester shall be advised that a
referral has been made, except when
notification would reveal exempt infor-
mation.

(8) The requester shall not be charged
a fee for the making of a comprehen-
sible copy to satisfy the request for a
copy of the documents. The requester
may be charged for duplicate copies of
the documents. However, if the direct
cost of the duplicate copy is less than
$25.00, the fee shall be waived. Dupli-
cating fees shall be assessed according
to the following schedule: Office Copy
$.15 per page, Microfiche $.25 per page,
and Printed Material $.02 per page. All
payments shall be made by certified
check or money order made payable to
the Treasurer of the United States.

(99 A medical/psychological record
shall normally be disclosed to the indi-
vidual to whom it pertains. However,
and consistent with 5 U.S.C. 552a(f)(3)
of the Privacy Act, if in the judgment
of an authorized Agency physician, the
release of such information could have
an adverse effect on the individual, the
individual shall be advised that it is in
his best interest to receive the records
through a physician of the requester’s
choice or, in the case of psychological
records, through a licensed Psychia-
trist or licensed Clinical Psychologist
of the requester’s choice. NSA/CSS
may require certification that the indi-
vidual is licensed to practice the appro-
priate specialty. Although the re-
quester shall pay any fees charged by
the physician or psychologist, NSA/
CSS encourages individuals to take ad-
vantage of receiving their records
through this means. If, however, the
individual wishes to waive receiving
the records through this means, the
records shall be sent directly to the in-
dividual.

(10) Recipients of requests from NSA/
CSS employees and affiliates for access
to records within the confines of the
NSA/CSS campus shall acknowledge
the request within 10 working days of
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receipt, and access should be provided
within 20 working days. If, for good
cause, access cannot be provided within
that time, the requester shall be ad-
vised in writing as to the reason and
shall be given a date by which it is ex-
pected that access can be provided. If
an office denies a request for access to
a record, or any portion thereof, it
shall notify the requester of its refusal
and the reasons for it and shall advise
the individual of the procedures for re-
questing a review of the circumstances
by the Director of Policy. If the Direc-
tor of Policy denies a request for access
to a record or any portion thereof, the
requester shall be notified of the re-
fusal and the reasons the information
was denied. The Director of Policy
shall also advise the requester of the
procedure for appealing to the NSA/
CSS Privacy Act Appeal Authority.
(See paragraph (e) of this section).

(11) Although classified portions of
NSA/CSS records are exempt from dis-
closure pursuant to exemption (k)(1) of
the Privacy Act and exemption (b)(1) of
the FOIA, NSA, in its sole discretion,
may choose to provide an NSA affiliate
access to the classified portions of
records about the affiliate if the affil-
iate possesses the requisite security
clearance, special access approvals, and
appropriate need-to-know for the clas-
sified information at issue. Classified
records may only be accessed by fully
cleared personnel in NSA/CSS spaces.
Disclosure of classified records under
this provision shall not operate as a
waiver of PA exemption (k)(1), FOIA
exemption (b)(1), or of any other ex-
emption or privilege that would other-
wise authorize the Agency to withhold
the classified records from disclosure.
NSA’s determination regarding an af-
filiate’s need-to-know is not subject to
appeal under this or any other author-
ity. All copies of classified records
made available to an NSA affiliate
under the procedures of this Part shall
carry the following statement: ‘“This
classified material is provided to you
under the provisions of the Privacy Act
of 1974. Furnishing you this material
does not relieve you of your obligations
under the laws of the United States
(See, e.g., section 798 of Title 18, U.S.
Code) to protect classified information.
You may retain this material under
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proper protection as specified in the
NSA/CSS Classification Manual; you
may not remove it from NSA/CSS fa-
cilities.”

(12) The procedures described in this
part do not entitle an individual to
have access to any information com-
piled in reasonable anticipation of a
civil action or proceeding, nor do they
require that a record be created.

(13) Requesting or obtaining access to
records under false pretenses is a viola-
tion of the Privacy Act and is subject
to criminal penalties.

(e) Appeal of Denial of an Adverse
Determination: (1) Any individual ad-
vised of an adverse determination shall
be notified of the right to appeal the
initial decision within 60 calendar days
of the date of the response letter and
that the appeal must be addressed to
the NSA/CSS FOIA/PA Appeal Author-
ity, National Security Agency, 9800
Savage Road, Suite 6248, Fort George
G. Meade, MD 20755-6248. The following
actions are considered adverse deter-
minations:

(i) Denial of records or portions of
records.

(ii) Inability of NSA/CSS to locate re-
sponsive records.

(iii) Denial of a request for expedi-
tious treatment.

(iv) Non-agreement regarding com-
pletion date of request.

(v) The appeal shall reference the ini-
tial denial of access and shall contain,
in sufficient detail and particularity,
the grounds upon which the requester
believes the appeal should be granted.

(2) The GC or his/her designee shall
process appeals and make a rec-
ommendation to the Appeal Authority:

(i) Upon receipt of an appeal regard-
ing the denial of information or the in-
ability of the Agency to locate records
on an individual, the GC or his/her des-
ignee shall provide a legal review of
the denial and/or the adequacy of the
search for responsive material, and
make other recommendations as appro-
priate.

(ii) If the Appeal Authority deter-
mines that additional information may
be released, the information shall be
made available to the requester within
20 working days from receipt of the ap-
peal. The conditions for responding to
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an appeal for which expedited treat-
ment is sought by the requester are the
same as those for expedited treatment
on the initial processing of a request.

(iii) If the Appeal Authority deter-
mines that the denial was proper, the
requester must be advised 20 days after
receipt of the appeal that the appeal is
denied. The requester likewise shall be
advised of the basis for the denial and
the provisions for judicial review of the
Agency’s appellate determination.

(iv) If a new search for records is con-
ducted and produces additional records,
the additional material shall be for-
warded to the Director of Policy, as the
initial denial authority (IDA), for re-
view. Following review, the Director of
Policy shall return the material to the
GC with its recommendation for re-
lease or withholding. The GC will pro-
vide a legal review of the material, and
the Appeal Authority shall make the
release determination. Upon denial or
release of additional information, the
Appeal Authority shall advise the re-
quester that more material was located
and that the IDA and the Appeal Au-
thority each conducted an independent
review of the documents. In the case of
denial, the requester shall be advised of
the basis of the denial and the right to
seek judicial review of the Agency’s ac-
tion.

(v) When a requester appeals the ab-
sence of a response to a request within
the statutory time limits, the GC shall
process the absence of a response as it
would denial of access to records. The
Appeal authority shall advise the re-
quester of the right to seek judicial re-
view.

(vi) Appeals shall be processed using
the same multi-track system as initial
requests. If an appeal cannot be re-
sponded to within 20 days, the require-
ment to obtain an extension from the
requester is the same as with initial re-
quests. The time to respond to an ap-
peal, however, may be extended by the
number of working days (not to exceed
10) that were not used as additional
time for responding to the initial re-
quest. That is, if the initial request is
processed within 20 days so that the
extra 10 days of processing which an
agency can negotiate with the re-
quester are not used, the response to
the appeal may be delayed for that 10
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days (or any unused portion of the 10
days).

(f) Amendment of Records:

(1) Minor factual errors may be cor-
rected without resort to the Privacy
Act or the provisions of this part, pro-
vided the requester and record holder
agree to that procedure. Whenever pos-
sible, a copy of the corrected record
should be provided to the requester.

(2) Requests for substantive changes
to include deletions, removal of
records, and amendment of significant
factual information, because the infor-
mation is incorrect or incomplete,
shall be processed under the Privacy
Act and the provisions of this part. The
PA amendment process is limited to
correcting records that are not accu-
rate (factually correct), relevant, time-
ly or complete.

(3) The amendment process is not in-
tended to replace other existing NSA/
CSS Agency procedures such as those
for registering grievances or appealing
performance appraisal ratings. Also,
since the amendment process is limited
to correcting factual information, it
may not be used to challenge official
judgments, such as performance rat-
ings, promotion potential, and per-
formance appraisals as well as subjec-
tive judgments made by supervisors,
which reflect his/her observations and
evaluations.

(4) Requests for amendments must be
in writing, include the individual’s
name, signature, a copy of the record
under dispute or sufficient identifying
particulars to permit timely retrieval
of the affected record, a description of
the information under dispute and evi-
dence to support the amendment re-
quest. The mailing address for the
FOIA/PA office is National Security
Agency, ATTN: FOIA/PA Services
(DC321), 9800 Savage Road, Suite 6248,
Fort George G. Meade, MD 20755-6248.
Individuals who have access to NSA/
CSS spaces may send their request
through the internal mail system to
DC321.

(6) FOIA/PA Services (DC321) shall
acknowledge the amendment request
within 10 working days of receipt and
respond within 30 working days. The
organization/individual who originated
the information under dispute shall be
given 10 working days to comment. On
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receipt of a response, FOIA/PA Services
(DC321) shall review all documentation
and determine if the amendment re-
quest shall be granted. If FOIA/PA
Services (DC321) agrees with the re-
quest, it shall notify the requester and
the office holding the record. The lat-
ter shall promptly amend the record
and notify all holders and recipients of
the records of the correction. If the
amendment request is denied, the re-
quester shall be advised of the reasons
for the denial and the procedures for
filing an appeal.

(g) Appeal of Refusals To Amend
Records—

(1) If the Director of Policy, as the
Initial Denial Authority, refuses to
amend any part of a record it shall no-
tify the requester of its refusal, the
reasons for the denial and the proce-
dures for requesting a review of the de-
cision by the NSA/CSS Appeal Author-
ity. The Appeal Authority shall render
a final decision within 30 working days,
except when circumstances necessitate
an extension. If an extension is nec-
essary, the requester shall be informed,
in writing, of the reasons for the delay
and of the approximate date on which
the review is expected to be completed.
If the NSA/CSS Appeal Authority de-
termines that the record should be
amended, the requester, FOIA/PA Serv-
ices, and the office holding the record
will be advised. The latter shall
promptly amend the record and notify
all recipients.

(2) If the NSA/CSS Privacy Act Ap-
peal Authority denies any part of the
request for amendment, the requester
shall be advised of the reasons for de-
nial, his or her right to file a concise
statement of reasons for disputing the
information contained in the record,
and his or her right to seek judicial re-
view of the Agency’s refusal to amend
the record. Statements of disagreement
and related notifications and sum-
maries of the Agency’s reasons for re-
fusing to amend the record shall be
processed in the manner prescribed by
32 CFR part 310.

(h) Disclosures and Accounting of
Disclosures.

(1) No record contained in a System
of Records maintained within the De-
partment of Defense shall be disclosed
by any means of communication to any
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person, or to any agency outside the
Department of Defense, except pursu-
ant to a written request by, or with the
prior written consent of, the individual
to whom the record pertains, unless
disclosure of the record will be:

(i) To those officials and employees
of the Agency who have a need for the
record in the performance of their du-
ties and the use is compatible with the
purpose for which the record is main-
tained.

(ii) Required to be disclosed under
the Freedom of Information Act, as
amended.

(iii) For a routine use as described in
NSA/CSS systems of records notices.
The DoD ‘‘Blanket Routine Uses’ may
also apply to NSA/CSS systems of
records. (See Appendix C to 32 CFR part
310).

(iv) To the Bureau of the Census for
the purpose of planning or carrying out
a census or survey or related activity
authorized by law.

(v) To a recipient who has provided
the Department of Defense or the
Agency with advance, adequate written
assurance that:

(A) The record will be used solely as
a statistical research or reporting
record;

(B) The record is to be transferred in
a form that is not individually identifi-
able (i.e., the identity of the individual
cannot be determined by combining
various statistical records); and

(C) The record will not be used to
make any decisions about the rights,
benefits, or entitlements of an indi-
vidual.

(vi) To the National Archives and
Records Administration as a record
which has sufficient historical or other
value to warrant its continued preser-
vation by the United States Govern-
ment, or for evaluation by the Archi-
vist of the United States or the des-
ignee of the Archivist to determine
whether the record has such value. A
record transferred to a Federal records
center for safekeeping or storage does
not fall within this category since Fed-
eral records center personnel act on be-
half of the Department of Defense in
this instance and the records remain
under the control of the NSA/CSS. No
disclosure accounting record of the
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transfer of records to Federal records
center need be maintained.

(vii) To another agency or to an in-
strumentality of any governmental ju-
risdiction within or under the control
of the United States for a civil or
criminal law enforcement activity if
the activity is authorized by law, and if
the head of the agency or instrumen-
tality has made a written request to
the NSA/CSS specifying the particular
portion and the law enforcement activ-
ity for which the record is sought.
Blanket requests for all records per-
taining to an individual will not be ac-
cepted. A record may also be disclosed
to a law enforcement agency at the ini-
tiative of the NSA/CSS when criminal
conduct is suspected, provided that
such disclosure has been established in
advance as a ‘‘routine use.”

(viii) To a person pursuant to a show-
ing of compelling circumstances affect-
ing the health or safety of an indi-
vidual if upon such disclosure notifica-
tion is transmitted to the last known
address of the individual to whom the
record pertains.

(ix) To Congress, or, to the extent of
matter within its jurisdiction, any
committee or subcommittee thereof, or
any joint committee of Congress or
subcommittee of any such joint com-
mittee. This does not authorize the dis-
closure of any record subject to this
part to members of Congress acting in
their individual capacities or on behalf
of their constituents, unless the indi-
vidual consents.

(x) To the Comptroller General, or
any of his authorized representatives,
in the course of the performance of the
duties of the General Accounting Of-
fice.

(xi) Pursuant to an order of a court
of competent jurisdiction.

(A) When a record is disclosed under
compulsory legal process and when the
issuance of that order or subpoena is
made public by the court that issued it,
efforts shall be made to notify the indi-
vidual to whom the record pertains.
This may be accomplished by notifying
the individual by mail at his most re-
cent address as contained in the Com-
ponent’s records.

(B) Upon being served with an order
to disclose a record, the General Coun-
sel shall endeavor to determine wheth-
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er the issuance of the order is a matter
of public record and, if it is not, seek to
be advised when it becomes public. An
accounting of the disclosure shall be
made at the time the NSA/CSS com-
plies with the order or subpoena.

(xii) To a consumer reporting agency
in accordance with section 3711(f) of
Title 31.

(2) Except for disclosures made in ac-
cordance with paragraphs (h)(1)(i) and
(ii) of this section, an accurate ac-
counting of disclosures shall be kept by
the record holder in consultation with
the Privacy Act Coordinator.

(i) The accounting shall include the
date, nature, and purpose of each dis-
closure of a record to any person or to
another agency; and the name and ad-
dress of the person or agency to whom
the disclosure is made. There need not
be a notation on a single document of
every disclosure of a particular record,
provided the record holder can con-
struct from its System the required ac-
counting information:

(A) When required by the individual;

(B) When necessary to inform pre-
vious recipients of any amended
records, or

(C) When providing a cross reference
to the justification or basis upon which
the disclosure was made (including any
written documentation as required in
the case of the release of records for
statistical or law enforcement pur-
poses).

(ii) The accounting shall be retained
for at least five years after the last dis-
closure, or for the life of the record,
whichever is longer. No record of the
disclosure of this accounting need be
maintained.

(iii) Except for disclosures made
under paragraph (h)(1)(vii) of this sec-
tion, the accounting of disclosures
shall be made available to the indi-
vidual to whom the record pertains.
The individual shall submit a Privacy
Act Information Request form to the
Privacy Act Coordinator in the office
keeping the accounting of disclosures.

(3) Disclosures made under cir-
cumstances not delineated in para-
graphs (h)(1)(i) through (xii) of this sec-
tion shall only be made after written
permission of the individual involved
has been obtained. Written permission
shall be recorded on or appended to the
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document transmitting the personal
information to the other agency, in
which case no separate accounting of
the disclosure need be made. Written
permission is required in each separate
case; i.e., once obtained, written per-
mission for one case does not con-
stitute blanket permission for other
disclosures.

(4) An individual’s name and address
may not be sold or rented unless such
action is specifically authorized by
law. This provision shall not be con-
strued to require withholding of names
and addresses otherwise permitted to
be made public. Lists or compilations
of names and home addresses, or single
home addresses will not be disclosed,
without the consent of the individual
involved, to the public, including, but
not limited to individual Congressmen,
creditors, and commercial and finan-
cial institutions. Requests for home ad-
dresses may be referred to the last
known address of the individual for
reply at his discretion and the re-
quester will be notified accordingly.

§322.6 Establishing exemptions.

(a) Neither general nor specific ex-
emptions are established automati-
cally for any system of records. The
head of the DoD Component maintain-
ing the system of records must make a
determination whether the system is
one for which an exemption properly
may be claimed and then propose and
establish an exemption rule for the sys-
tem. No system of records within the
Department of Defense shall be consid-
ered exempted until the head of the
Component has approved the exemp-
tion and an exemption rule has been
published as a final rule in the FED-
ERAL REGISTER.

(b) No system of records within NSA/
CSS shall be considered exempt under
subsection (j) or (k) of the Privacy Act
until the exemption rule for the system
of records has been published as a final
rule in the FEDERAL REGISTER.

(¢c) An individual is not entitled to
have access to any information com-
piled in reasonable anticipation of a
civil action or proceeding (6 U.S.C.
5562a(d)(b)).

(d) Proposals to exempt a system of
records will be forwarded to the De-
fense Privacy Office, consistent with
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the requirements of 32 CFR part 310,
for review and action.

(e) Consistent with the legislative
purpose of the Privacy Act of 1974,
NSA/CSS will grant access to non-
exempt material in the records being
maintained. Disclosure will be gov-
erned by NSA/CSS’s Privacy Regula-
tion, but will be limited to the extent
that the identity of confidential
sources will not be compromised; sub-
jects of an investigation of an actual or
potential criminal or civil violation
will not be alerted to the investigation;
the physical safety of witnesses, in-
formants and law enforcement per-
sonnel will not be endangered, the pri-
vacy of third parties will not be vio-
lated; and that the disclosure would
not otherwise impede effective law en-
forcement. Whenever possible, informa-
tion of the above nature will be deleted
from the requested documents and the
balance made available. The control-
ling principle behind this limited ac-
cess is to allow disclosures except
those indicated above. The decisions to
release information from these systems
will be made on a case-by-case basis.

(f) Do not use an exemption to deny
an individual access to any record to
which he or she would have access
under the Freedom of Information Act
(5 U.S.C. 552).

(g) Disclosure of records pertaining
to personnel, or the functions and ac-
tivities of the National Security Agen-
cy shall be prohibited to the extent au-
thorized by Pub. L. No. 86-36 (1959) and
10 U.S.C. 424.

(h) Exemptions NSA/CSS may claim.

(1) General exemption. The general ex-
emption established by 5 TU.S.C.
5562a(j)(2) may be claimed to protect in-
vestigative records created and main-
tained by law enforcement activities of
the NSA.

(2) Specific exemptions. The specific
exemptions permit certain categories
of records to be exempt from certain
specific provisions of the Privacy Act.

(i) (k)(1) exemption. Information prop-
erly classified under Executive Order
12958 and that is required by Executive
Order to be kept secret in the interest
of national defense or foreign policy.

(ii) (k)(2) exemption. Investigatory in-
formation compiled for law-enforce-
ment purposes by non-law enforcement
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